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2. AuANENzYRIRUNIRllATRYY
2.1 9UnIniAUANNTZABHYIUATEUIBNEN (Core Switch) NTUWAILIWEIIUNALNULATBYTNY
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WHNU UY9TDIRY LUAUNNIU NFANWUNIUAT 1 1ATDY

211

202

2.5
2.1.4

25

2.1.6
2l
2.1.8
2.1.9
2.1.10

20011
2112

2.1.13
2.1.14
2.1.15
2116
2.1.17
2018
2.1.19
2.1.20
20121
2027
2125
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Hugunsal Ethernet Switch Aifidnwuzidiu Modular Chassis aivhanléis Layer 2 uas
3 waviladon liteundn 6 aden

gunsalsiadl Switching Capacity l3itioani1 960 Gbps wazil Forwarding Rate #3©
Throughput lsitieenin 570 Mpps

58350 Redundant Management Module wa Redundant Power Supply
atiuayun13vi1 Virtual Switching System (VSS) %138 Inteligent Resilence Framwork (IRF)
%38 Virtual Switching Framework (VSF) 161

1wos% 10 Gigabit Ethernet WUU 10 G BASE-X 88139188 16 Wa3n Wiouldue SFP
Module kuy 1 G-SX $1unubiiesnin 7 port uay SPF+ wuu 10GB-LR laitlesnan 7 port
1Wasm Gigabit Ethernet WuUU 10/1001000 Base-T 8814t 48 WosN

sosunsiumesn 40 Gigabit Ethernet Tuauan

gUNIalfBIANNI0T8TUTINIU MAC Address lalaitioandn 64,000 Addresses

5995UM 191U VLAN lelaitiesnin 2,048 VLAN

@1311350%1 Routing WU U Policy-Based Routing, Static Route, RIPv1/2, RIPng, OSPF,
OSPFv3, BGP leifustinatios

a13150vin Multicast MuamsgIL PIM-DM, PIM-SM 16

@7U190%1 Authentication WUU IEEE 802.1x, MAC Authentication, Web Authentication
e

anansavin QoS lamuamsgu IEEE 802.1p, DiffServ, Rate Limit loilustiation
fifafdufeaiu Security WUU ARP Protection, RADIUS, TACACS+ 1fusghation
@11130%1 Port Mirroring lﬁwzx‘lLLUU Ingress uag Egress 161

sesfumsiniuteyaneadd mslénunietne wuu NetFlow u3e sFlow 1¢
ausauIMIIANIsLalae CLI, Web Browser, SSHv2, SNMPv3, RMON
gUnsnifsanIsRndsly Rack mnsigueun 197 16

ansaldnuniuszuulnda 220 v 50 Hz 161

lasunmsgiu FCC, EN waz UL Huetintios
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2.2 guninilasiunazasaadun1synin (ntrusion Prevention System) WUUT 2 NSURAILIWAISIY
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221

2.2.2
223

224
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2.2.6
22T
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220

22511

22302

2.2.13

2.2.14

2.2.15
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2207

\ugunsal (Hardware Appliance) flsanuuuaniitelaafunisyngnmiaiaietne (ntrusion
Prevention System)

ansavinuleluluun Passive 38 Mirror mode %3e In-line %38 AN
au15aRTINVTBMsYN Uz lesiunieteldegay il Signature matching,
Protocol / Packet Anomalies, Statistical anomalies 38 Application anomalies,
Overflow, Worm, Virus, Backdoor Program, Trojan Horse, Port Scanning, Spy ware,
Packet Analysis, DoS, DDoS, Exploit, Hack tool w%’auﬁwé‘lumsﬂ%’uﬂja (Update)
gruteyauendintuliviualislaesaluldlinaentiszezianveanssuuseiugunsal
fantulunisldau IPS laafosainisarinarunuy Signatures Database 33U Cloud
Based Analysis Engine kazla3un135useaslas Common Vulnerabilities and Exposures
(CVE)

syuvitiauadesanunsaldautiestu APT (Advance Persistent Threat) $remalulad
Cloud-Based Sandbox Threat Analysis lnald ns733U Botnet, Remote Access Trojan
uaz Malware Ihidusdhelios wIaiausgunsaliauneueniififaidunisinnuludnuue
Wenfuiielinisviauauysel

aunsovinaulaegetes 3 Segments Tu IPS mode

fiausalun1snsiadu (Throughput) laitiesndn 8.4 Gbps
gunsalfithiauefesau1snseaiy Concurrent Connections (TCP) laitfosnn 3,000,000
Connections wadiAMUa@IN150LUN155895U New Connections (TCP) lnpenailay 220,000
Connections Per Second

dlegunsaiiiadgmannsavinuldeteeiiles (Bypass Traffic) Tnetos feuyau In-Line
Mode anansniudstoyalanuung

31 Power Supply 4UU Redundant %58 Hot Swap 31u3u 2 vide
ANIUIMTIANTRUNSAIRNUNIATEIU HTTPS w30 SSH 1alduathaiee
annsafivuazdseazdeauazasaaeunislden (Logging/Monitoring) Tugunuu Syslog
e

ansnainnazdaiusee (Report) luusgunsaiies Inesessu POF Format g
tion wieutuaunsaRaaand Report WUUSHILER susiewduami/idiou 14
anansaldnumunnsgiu 1Pve 16

Hundnfnsivlésunssesiuinasgiu FCC vie CE wiadlouwih wieinin
fiflarduluni9vin Risk Assessment fianansavinisaunugeslninieluszuulasanunse
M3I9AUYBIINIUTELAN Open port , System Vulnerabilities, Weak password liduseina
oy

fifteitulumsnsivaeutedluidmiuivles (Web Scanner ) 7/}
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2.3 gunIninszanedyeuind (L2 Switch) YUIA 24 999 WUUT 2 NTUWAIWAIUNALNULAZIYSNY

Real-time vulnerability scanner - Discover vulnerabilities in real-time and protection

against zero-days attacks

finandulun1sv191u Web Application Firewall siosanunsatasiuldniu The Ten Most

Critical Web Application Security Risks ¥ 58 10 Top Major Web-Based Attacks & ¥

UiuusabiviuaismuuuimiaujiRves Open Web Application Security Project (OWASP)

vieiausgunsalidiuneueniiiilaidunsiauludnvasidotuielnsinuauysal
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2.2.19.1 @1u150tun15%1 Parameters Protection, Proactive Protection Of Automatic
Parameter Learning Wae Server Access Verification

2.2.19.2 fanuauisalunistesiuludnwue Parameters Protection n3aludnwuy
Weatu wieuhianansansiadunisldauusznan HTTP Anomalies uasnislawi
WUU Buffer Overflow , Cross-Site Scripting ¥3® CSRF , SQL Injection leitdu
DE19UDY

2.2.19.3 annsalasiunislau@ HTTP DoS Attack lnganunsaidenguuuunisUesiuiu
Tau@L¥u Source IP-Based, Referer-Based #3® URL-Based Protection lailu
981908

2.2.19.4 Application hiding- Hide the sensitive application information to prevent
hackers from mounting targeted attacks with the feedback information from
the applications

2.2.19.5 Password protection - Weak password detection and brute-force attack
prevention

2.2.19.6 Secondary authentication for server access - Server access verification by IP
address restriction and mail authentication
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232

2515
234
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Hanwagnsvinnulitesnin Layer 2 ¥89 OSI Model

fiveadousaszuuinIatis (Network Interface) WU 10/100/1000 Base-T w3afini
Jnnulitosnii 24 g9
ﬁé’zyiy'lm“lwLLamamuwaamsvhmuﬁmL"t“iamia‘szuum'%a‘zhavm'daq

9993U Mac Address l¢ilaitioanin 16,000 Mac Address )’/«
auN30UIMIIANTRUNIalNIuMIalUsUNSN Web Browser 14
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24.1
24.2

243

244
2.4.5
2.4.6
247
248
249

fanwaznsvinnulidesnin Layer 2 989 OSI Model

fiveadouraszuuin’etny (Network Interface) WUU 10/100/1000 Base-T w3afini
Innulivesnii 48 feq

fidoadousosruuiAietng (Network Interface) Wuu 10 Gbps Base-T w3ofindn s1uauldl
28N 2 199

Sygadlviuassaniuzyeamsvnuteadeusoszuuiaiatenntes

31 Capacity lsitlosnin 176 Gbps

aunsavin VLANs lalitasnin 4,094 IDs

3 Throughput %38 Forward Rate lLitaenin 112 Mbps

5993U Mac Address l¢laitioani 16,000 Mac Address
a15aUIMTIANTRUNIalNUMALlUSWNSN Web Browser 14

L 2D e

2.4.10 ansalFnumuIInTgIU IPV6 1o

24.11

31 Package Buffer litioanin 3 Mb

2.4.12 fivtheanudwuu Flash nllvwnlidesndt 128 Mb
2.5 gunsainszanedyqin (L3 Switch) YUIA 24 Y99 NTUWAILINAIIUNALNULAZEYSNEWAIIY
IS o d
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2.5.6
2507
258
259
2.5.10
2:58
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25018
25.14

fanwaznsvinauliidesnin Layer 3 ¥83 OSI Model
anunsarundumaAsotielagldlusinaea (Routing Protocol) RIPv2, OSPF Iilusena
Uog

fidoadouroszuuiaiotis (Network Interface) WUy 10/100/1000 Base-T #38/n3n
Jnuliitssnii 24 ¥eq

fiesdmiusessunmadeusioszuueietne (Network Interface) WUU 10 Gbps (SFP/SFP+)
Tnulitesnin 4 ¥es
ﬁé’mzywzu‘lwu.amamumaamsﬁﬂmmimL?iamiasswm%mhann‘dm

3895U Mac Address lalsitioanin 64,000 Mac Address
annsauImsIansgunsalnumalusunsy Web Browser 14

anunsndsteya Log File Tuguuuu Syslog letduetatios

fiwasn Serial console wuy RI-45 Sruulsitfosnin 1 wesn

#wain Out-of-band management wuu RJ-45 uaulitiesnii 1 wesn

i1 Switching Capacity egunsnilaitiosndn 160 Gbps way Forwarding Throughput laities
n31 95 Mpps

@11130v1 Routing lAeeinetios 10,000 entries (IPv4)

@1113091 IPv4 Routing LU Static IP Routing, RIPv1, RIPv2, OSPFv2 LLﬁ%Mﬁ
@n50%1 IPv6 Routing WUU Static IP Routing waz OSPFV3 ¢ 71/
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2515 @111950%1971UKUY Virtual LAN (VLAN) a3u1nsg1u IEEE 802.1Q laliveendn 4,096
VLANs
2516 s99¥umsseiBenszninsgunsal Switch 2 4m Wiesi Redundant #8383 Stacking w38
VSS el switch 2 yavhauiadious ety
2.5.17 aduayuyinau High Availability Wuu Virtual Redundancy Routing Protocol (VRRP) 9
2518 mmsnﬁwwmummgw IEEE802.1d, IEEE 802.1s, IEEE 802.1W, IEEE 802.1p,
IEEE802.1ad way IEEE 802.3ad ¢l
2.5.19 5835uMs¥i RPVST+
2.5.20 @fuayuMIATINABUAVSERUAKILUMNG RADIUS WAz TACACS+ Ififustaios
25.21 dfiszuuinglwdnses (Redundant Power Supply)
2.5.22 aansoasivaeunsdeteya (Network Flow) musnasgiu sFlow o
2.5.23 altuayun1sinaniswuu RMON, Telnet, SSHv2 waz SSL1G
2524 aru1saldluslamea SNMPvL/v2c uay SNMPV3 lunisiaseiussuy Network
Management ¢
2.5.25 m:mnv‘hmulﬁﬁqmwnﬁ (Operating temperature) 5¥%374 0 — 40 BIFLTALTUANIDANI
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