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3. AMENUULIANIZYDIATAUTABUNIADS
3.1 gunsaidesiunisyngniiuled (Web Application Firewall) wuasseadios lwaunuiy
NTUNHUVILAT TI1UI 1 1ATDS

311 ugunsaivimihilunistieatiudu Web Application 1i3e Web Service Tnstamne
a0 Ansalugifugunsniinietiesasguaun 19 4 16

312  fldoufeusesruuaiodis (Network Interface) wuu 10/100/1000 Base-T w3ofinin
v ldtesnin 4 1eq

3.1.3 & Management Interface 317U 1 wosn dmiuuimsdanisgunsallaoianis

3.1.4  fanuanunsalunisvirusazunties Web Application s 9 Télagsessu HTTP uas
HTTPS leiluegatioy

315  darusilunisdsitudoya (Throughput) #ae HTTP laivfesndn 2 Gbps wavée
HTTPS Talsiosnin 1 Gbps

3.1.6 sesfunsdeitudeyasnie HTTP lalideundn 55,000 Transactions Ae3ulil uas
ses§unsidieusia (connection) fe HTTP laltfeendn 30,000 connections fgdunil

3.1.7  @nsauimsdanisgunsalinumslusunsy Web Browser vie CLI Isilusgatios

3.1.8 @150 5193UNGANTINNITIT9 U Web Application m@aéﬁ%’mﬂ%v%ﬂ’ﬁ Web
Application UuiAdesreuRumesuigiesie q 16

319  sesfumsidhsitanisdeanséae HTTPS Al4 Transport Layer Security (TLS) 130544
1.1, 1.2 uaz 1.3 laduedatiey

3.1.10 ansnafiukazdsssazidunuaznsiadeunsldau (Logging/Monitoring) Tugduuy
Syslog lgt

3.1.11 guasaliiiiausvsfiosdinnsniieuuuy In-Line Bridge) w3e Transparent uas
Reverse Proxy waz Span-mode (Monitor) dwisunsivaeunganssuldiluseaios

3.1.12 @w150v19ULUY Transparent Mode ngsyuudondouneldauludnume in-line
mode gy One-Armed Mode

3.1.13 @unsauiuiisuiian (Time Synchronization) fugunsalmeuenls

3.1.14 fimalulad Adaptive Profiling Technology L?Wiﬂﬁﬂ%ﬂWﬁULL@WWﬁLﬂ%'ulugﬂl,wv
Request Traffic ag Response Traffic 9101 Web server Ingld Self- Learning Profiling
engine uazanusaldvindu Profile Policy Tunsnsivaeuls

3.1.15 awnsalesiumslandsiiunis Web luguuuu Vulnerability attack detection 8814
Houssoluil 0’/
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3.1.16

3.1.17

3.1.18

3.1:19

3.1.20

3.1.21

3.1.22

3.1.23

3.1.24

3.4.25
3.1.26

- Forceful browsing
- Slow Dos Attack Blocking
- System file access

HTTP request flooding
- Click Fraud Detection
- Cross-site Scripting
- Cookie Poisoning
- Buffer Overflow
- SQL injection
anunsadestunislaudluguuuu HTTP DOS, Slowloris wag R.U.D.Y. (R-U-Dead-
Yet?) ‘ A V
3 Detection Rule ﬁawmsaf}aaﬁ’umﬂwﬁﬁmavﬂqumummgm OWASP NIS IS |
APACHE uway CGl
finnuaunsanisisesmusalunisidnldau Web server (Web Acceleration )
5995UNTVINUKRUY SSL Termination wag SSL Offload
a11150%11115 Add Web Server Tagld IP address wag Port uwag@1unsangnusnig
9mn15 Domain Name ¢t
fmnuanusatesfunisiilvavesdeya Web Server Cloaking fiuansdoyaifiuaii
Server OS , Ju (version) Wag Database 91nd7u Header 9 Web server naungu (
Header Cloaking )
A58 Character Set Limitation Tu@n11500539@8Y contains way Character
WetleamsBenldauiilifeszasdands Webserver
seasun1sineuludnwazd199958UU (High Availability) WuU Active/Active
Active/Standby
wanAnusiiiiauededld¥un1sfusesunnsguain Common Criteria Certification
level 4 (EAL 4) uazansgIuaIn GS (Good Software)
annsavhesnumsgnlandlaluzuuuy HTML vw3e PDF vise XLS wie xlsx W3efnin
annsasenmenuluguiuy Statistics Insuanineasndondeellil Iduedeien
- Attack patterns
- IP address
- Domain &:»/

- CPS system usage
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- TPS system usage
3.1.27 @nnsa Update g1udeya (Signature) ¥a4 Web Attack Threat #1u Cloud et

3.1.28 @NIFNUANIGTHIU IPV6 16l

v
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3.2 psesnsuRnesuivne wuuh 2 wwisseaiies WAUNUTY NTUNNURIUAT TIUIU 2
1389

321 dwhgUszuiananais (CPU) WUy 16 Wnuman (16 core) #3aRnin dmduasuianes
waiY1e (Server) Inslanie u,axﬁmmL‘%aé’fgzgmmﬁmﬁugmhjﬁaaﬂ'jw 2.4 GHz
uuldtesnin 2 wihe

3.22  wugUszulananats (CPU) $995UN15USYUIaNaRUY 64 bit TNUIEAIUTILUY
Cache Memory laitipenin 22 MB

323 Imeanudiman (RAM) sila ECC DDRE w3ennin vuslitesni 128 GB

3.24  aduayun1svineu RAD litdesnda RAD O, 1, 5

3.25  fvihedafiudoyavia SCSI v SAS Aarudiseuliidesnit 10,000 seuseuni
wmnuglitdesnit 1 7B w3evin Solid State Drive vi3odnin uazdianuglitos
n71 480 GB 9uauliidesnii 4 wmiie |

326 i DVD-ROM w3eindruuuindannslu (Intemal) wionieuen (External) $7uau 1

178

=

327 pudeuseszuuinietie (Network Interface) Wuu 10/100/1000 Base-T vitoin
Inulidesnin 4 ¥eq

328 veudoudedmiuuanmasunthvsevdueies litesnit 1 de

329 {fenmuuy LED wiefini awalivesndn 17 i & Contrast Ratio ltosnin 1,000
1 91U 1 Wl
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